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Abstract 

 

Dynamic trust scoring in ZTA enables frequent risk assessment using constant inputs from 

various security sources. Multiple data sources are combined to compute a continuously 

updated score reflecting the level of trust in a given access or transaction. The study utilizes 

explainable Large Language Models (LLMs) to generate comprehensible explanations for why 

trust levels are altered. The model leverages a RAM pipeline to consolidate diverse security 

signals, enhance them with contextual data, and generate human-readable justifications 

explaining trust score updates. The system associates the explanations with corresponding 

ZTA policies, allowing it to perform security measures like two-factor authentication 

prompts, elimination of access requests, and segregation of devices. Practical applications 

have demonstrated that the approach successfully handles suspicious login attempts and 

identifies misuse of critical assets. Adding LLM-generated explanations to ZTA has shown to 

improve the timeliness and accuracy of security decisions and makes the system better 

prepared for emerging cyber risks and threats. 
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1. Introduction 

1.1 Background to the Study 

ZTA challenges established network security approaches by requiring continuous assessment 

of all users and devices, irrespective of where they originate. ZTA requires organizations to 

verify every user and device attempting to access any resource in the network through a 

combination of ongoing checks and role-based permissions. The decisions regarding access to 

resources in ZTA heavily rely on constantly refreshed trust scores that indicate how 

trustworthy entities are. Dynamic trust scoring allows organizations to identify and mitigate 

risks caused by users and devices in ever-shifting network conditions. 

Yet, assessing trust in real-time presents many obstacles. Real-time risk assessment is difficult 

due to the fast-changing nature of cyberspace. There are difficulties in gathering fragmented 

and constrained data, swiftly processing information and providing accurate, interpretable 

decisions that adhere to security standards. Yet, attackers have evolved their techniques to 

trick systems into granting access, making it harder for ZTA systems to distinguish between 

trustworthy and malicious users. An adaptive approach to evaluating trust enables ZTA 

systems to assess and respond in real-time to new threats as they develop. Adaptive trust 

models are critical in making access control decisions that improve system security and 

facilitate compliance in today’s complex cyber ecosystems (Steenbrink, 2022). New 

approaches highlight the need for zero-trust architectures that effectively weave adaptive 

trust scoring into the design, highlighting its critical role in modern cybersecurity (Phiayura 

and Teerakanok, 2023). 

1.2 Overview of Dynamic Trust Scoring 

Dynamic trust scoring analyzes numerous real-time indicators to dynamically assess the 

trustworthiness of users and devices to optimize security postures. Examples of signals 

include how often a user logs in and from where, the state of their device, up-to-date security 

checks conducted on it, notifications received about potential threats, and the frequency or 

sensitivity of the resources requested by the user. Dynamic trust scoring combines various 
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indicators and analyzes them to offer an accurate and current measurement of risk that is 

crucial for access control decisions within Zero Trust Architecture. 

Keeping trust scores current ensures flexible protection in an environment prone to sudden 

risk shifts. Monitoring techniques that rely on static or periodic evaluations miss transitory or 

developing hazards. At the same time, dynamic trust scoring enables the timely detection of 

peculiar activities, such as logging into systems from unrecognized devices or an unexpected 

surge in requests for sensitive resources. Dynamic trust scoring facilitates a more efficient 

identification of false positives and real risks. In such cases, immediate adjustments to trust 

scores followed by prompt security responses are possible when threat intelligence lists IPs 

involved in current threats. 

Adding these features to ZTA increases security by implementing policies that adjust to the 

latest circumstances. Combining the latest threat intelligence data allows the system to foresee 

and prevent attacks before they inflict harm. Dynamic trust scoring becomes increasingly 

important in highly sensitive industries where providing only authorized access poses 

significant challenges (Chen et al., 2021). Innovative approaches employed in current studies 

show how integrating cyber threat intelligence data with dynamic trust models enhances the 

overall resilience of cybersecurity solutions. 

1.3 Problem Statement 

Zero Trust Architectures struggle to offer clear insights and explainability when changes to 

trust scores occur. Many systems find it difficult to present clear and prompt explanations for 

the dynamic changes in trust scores that inform access granting and risk assessments. 

Transparency is imperative since lack of clarity in trust management leads to complications 

in governance, usability and facilitating an appropriate response in emergency situations. 

Rapidly changing threats and a wide range of incident indicators in today’s digital ecosystem 

necessitate continuous updates to trust scores and explanations considering new data and 

signals in real-time. Adaptive enforcement takes longer or makes wrong decisions without 

real-time explanations, exposing or restraining the system. We need tools that can 

automatically and transparently change a system’s level of trust in real time and clearly show 
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the reasons behind those changes. Developing alternative methods can help improve the 

effectiveness and flexibility of Zero Trust Architecture. 

1.4 Research Objectives 

We are evaluating the effectiveness of integrating Large Language Models (LLMs) to improve 

the real-time analysis and score adjustments of ZTA trust components. The key goal is to 

determine whether LLMs can effectively interpret multiple security indicators and provide 

straightforward, explanatory updates clarifying each trust score change. We seek to enhance 

the transparency and effectiveness of trust management for both security specialists and 

ordinary users within Zero Trust infrastructures. We also evaluate how LLMs can deliver up-

to-the-minute advice for rule-based security controls and respond swiftly to suspected 

security breaches. The motivation for this project is to show that using language models in 

trust-scoring algorithms can enhance the precision, understandability and speed with which 

security decisions are made in ZTA architectures. 

1.5 Scope and Significance 

The goal of my research is to combine different sources of data and continuously adapt the 

context to alter trust scores in real time. The project focuses on maximizing the speed and 

accuracy at which trust scores are calculated and utilized in real-world IT security systems. 

This research significantly improves the performance and reliability of security measures in 

various IT systems. Easy-to-understand trust scores allow users to address security problems 

immediately, improving overall IT security. This method allows fast identification and 

prevention of novel threats and preserves the integrity of crucial operations. The main 

purpose of the study is to create a practical and user-friendly trust-scoring technique that 

enhances the performance and accessibility of ZTA systems. 

2. Literature Review 

2.1 Zero Trust Architecture Fundamentals 

Zero Trust Architecture rejects the assumption of trust within the network and replaces it with 

rigorous validation at every access point. ZTA operates under the philosophy of “never trust, 
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always verify.” Therefore, every access request is verified through authentication, 

authorization, and ongoing assessments, regardless of where the user is or which device is 

accessing the network. ZTA ensures that any user, application, or device is allowed access 

only to the resources they need and by their current risk level. 

Syed et al. (2022) explain that ZTA employs multiple access control models such as PBAC, 

RBAC, and ABAC to require extensive authentication and authorization of every request. The 

integrated access control models thoroughly review each request for access initiated by users, 

applications, or devices before making a decision on their approval. Access decisions are 

continuously updated as the ZTA adapts to risk assessments and environmental information 

changes. 

ZTA secures vital information, resources, programs, and networks by allowing access to only 

trusted and authenticated individuals and systems. Continuous real-time visibility and 

analytics will enable the system to identify anomalous access patterns and automatically 

implement the appropriate responses. The continuously gathered information updates access 

control decisions based on the latest security information. 

ZTA practices for trust scoring rely on a continuously updated assessment of trustworthiness 

based on factors including user behavior, device security, and threat intelligence. The scores 

determine appropriate responses, balancing security and ease of use. The combination of 

precise controls over access, ongoing validation, and context-aware analysis lends ZTA a 

considerable advantage in minimizing threats from outside and within an organization (Syed 

et al., 2022). 
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Fig 1: Diagram depicting the core components of Zero Trust Architecture (ZTA), including 

user, device, and application access requests undergoing strict verification through Policy-

Based, Role-Based, and Attribute-Based Access Controls. The system continuously monitors 

and enforces dynamic policies to protect critical resources. Source - here 

2.2 Dynamic Trust Scoring Models 

Dynamic trust scoring models play a crucial role in assessing the trustworthiness of 

individuals and systems in fast-changing and connected domains such as cybersecurity and 

social networks. Trust scores are determined by combining information about past behavior 

and present conditions. Monitoring actions taken by users, the way they interact with the 

system and behaviours that differ from the usual pattern are all important indicators. 

Environmental signals are concerned with device and network health, as well as signals from 

external sources warn of possible risks. These models evolve constantly, ensuring the assigned 

trust scores respond to new information and relevant changes in risk factors. 

Opinion dynamics and trust propagation theories are used by various methods to understand 

how trust forms, spreads, and changes across networks. These techniques examine how 
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personal trust assessments affect shared decisions and spread across connected parties. News 

of unusual behavior by users or devices is quickly transferred throughout the trust network, 

influencing the updated assessments of related entities. 

In addition, trust models leverage methods like fuzzy logic and probability theory to address 

imprecise or contradictory real-world data. These models are capable of delivering more 

sophisticated assessments of trust as a result of their multidimensional approach. 

Dynamic trust scoring helps improve the effectiveness of access control mechanisms by 

considering a wide range of indicators to minimize the risk of fraudulent denials and better 

catch security threats. These models can effectively make accurate and timely security 

decisions by updating trust evaluations with new information. 

Integrating models that simulate how opinions change with those that model how trust 

spreads produces resilient trust-scoring systems that can be used to inform sophisticated 

decision-making processes. They play a key role in supporting security measures that require 

instant, personalized trust evaluations, such as Zero Trust Architecture (Ureña et al., 2019). 

2.3 Explainable AI in Cybersecurity 

AI and ML have made it easier to automatically detect, predict and answer attacks from more 

advanced cyber threats. They use a large database to train themselves and then predict the 

outcomes which help security analysts decide or act. Unfortunately, hanging AI and ML often 

output results without explaining why or how they reach those answers. Consequently, those 

using or managing the AI cannot fully explain why it makes a given decision. Why was the 

other decision not selected? When will the AI be able to accomplish its tasks successfully or 

not? Is it possible to rely on the conclusions of its calculations? How is it possible to locate and 

address errors when they occur? 

Being opaque makes it difficult for cybersecurity, as this leads to trouble in decisions, strict 

rules and how trustworthy a company is seen. If the details behind what an AI provides are 

unclear, it can discourage security experts from using it or lead them to hesitate to act, 

damaging their trust in it. 
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XAI enhances the technology by including explanation features in how the AI operates. XAI-

based workflows, unlike standard AI workflows, provide easy-to-understand models and 

interfaces that describe the decisions made by the model. They change the technical output 

from a model into language that people can easily understand, providing answers for why a 

specific detection happened, when to depend on the AI and the reasons for any wrong 

decisions. 

In actuality, cybersecurity analysts obtain both alerts and explanations that make it clear what 

is causing the concern. For example, rule extraction, feature importance analysis and natural 

language generation allow people to understand simple versions of complex mathematical 

problems. Being clear about all the information improves awareness of the situation, making 

it easier for analysts to review alerts, give priority to some actions and share the decisions 

made with others. 

Moreover, being able to explain the reasons behind the decisions made by systems makes it 

easier for products to comply with rules set by regulators. It assists in spotting any issues in 

AI models so they can be corrected and the results protected from errors. 
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Utilizing XAI increases trust between security operators and AI systems, helps catch threats 

more accurately and speeds up the response process. As threats over cybersecurity become 

more severe and quicker, it is now crucial to use automation and ensure easy-to-trace 

decisions.  

 

Fig 2: Comparison of traditional AI and Explainable AI (XAI) frameworks. Traditional AI generates 

decisions or recommendations from machine learning models but often leaves users questioning the 

rationale behind those decisions. Source - here 

 

2.4 Large Language Models for Contextual Understanding 

Large Language Models are increasingly effective at handling and interpreting various data 

types, such as text, speech, and images. They are created to understand natural language and 

produce linguistically coherent responses to support functions like summarization, 

contextualization, question answering, sentiment analysis, image captioning, and object 

recognition. Integration and interpretation across multiple modalities of data are essential in 

cybersecurity, making LLMs a valuable asset due to their proficiency in processing and 

generating a wide range of data types. 
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LLMs excel because they can adjust their responses and information processing according to 

abundant context during inference. Rather than re-creating the whole model, LLMs utilize the 

data they gather during their day-to-day usage. Since these models can work with a wide 

range of information, they are ideal in finance, healthcare and retail. 

The diagram shows that diverse data sources, including voice, text, and images, are combined 

within the LLM to enable various intelligent functions, including question answering and 

sentiment analysis. The capacity of LLMs to understand and analyze diverse types of data 

while producing clear, understandable explanations makes them vital building blocks for 

creating effective and accountable explainable AI solutions in sectors where fast decisions and 

clear reasoning are essential. 

Advancements in LLMs suggest that their ability to learn in context depends on huge amounts 

of training data combined with highly sophisticated architectures, enabling them to adapt to 

multiple contexts with little guidance. That empowers the development of adaptive systems 

that can provide contextual information and natural language explanations, critical features 

necessary for dynamic trust scoring in Zero-Trust environments. 

Language models are now transforming AI by helping to find pertinent data and improving 

how important applications react and respond. 

 

Journal of Artificial Intelligence & Research

Journal of Artificial Intelligence & Research

https://thesciencebrigade.com/jair/?utm_source=ArticleHeader&utm_medium=PDF


 
Journal of Artificial Intelligence Research, Volume 5 Issue 1, 2025 11 
 
 
 

 
Journal of Artificial Intelligence Research  

Volume 5 Issue 1 
Semi Annual Edition | Jan - June 2025 

This work is licensed under CC BY-NC-SA 4.0 

Fig 3: Illustration of a Large Language Model (LLM) processing multimodal data inputs—including 

voice, text, and images—to perform tasks such as summarization, question answering, sentiment 

analysis, and image captioning. This demonstrates the LLM’s capability to contextualize diverse 

security signals for explainable trust evaluation. 

https://teaminnovatics.com/large-language-models-llms-overview/ 

2.5 Combining Security Signals and Identifying Indicators of Compromise. 

Identifying security signals and consolidating them in real time helps protect an IT system. 

With signal aggregation, indicators are collected from network data, how people use the 

network, alerts and third-party sources. Gathered signals enable the detection of patterns of 

malicious behavior and illuminate current vulnerabilities within the organization’s networks. 

IoC extraction aims to isolate particular assets, such as IP addresses, domain names, file 

hashes, and URLs, as evidence of a security incident. The latest technology leverages NLP and 

ML algorithms to automatically identify and gather IoCs from threat intelligence, blog posts, 

and social networks. Automatically retrieving IoCs from disparate threats enhances threat 

detection and response rates since information is quickly accessible as needed. 

Techniques currently developed aim to maximize accuracy, speed, and specificity in IoC 

extraction. Now, the effectiveness in detecting threats is an important factor used to choose 

which tools or virtual threat intelligence solutions are most suitable for actual use. As an 

example, GoodFATR lets businesses find the proper tools to collect indicators from threat 

data. 

Combining indicators from various extraction tools and combining various indicators enables 

security systems to obtain a comprehensive view of the threat landscape and rapidly identify 

advanced threats. Utilizing such methods allows organizations to implement sophisticated, 

real-time security measures to protect their systems in rapidly shifting circumstances found 

within ZTA (Caballero et al., 2023). 

2.6 Dynamic Security Policies and Enforcement within a Zero Trust Architecture 
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Adaptive security policies in Zero Trust Architectures (ZTA) continuously evaluate trust 

levels to make dynamic access control decisions in response. Adaptive policies evaluate real-

time risk based on signals such as user conduct, device status, threat information, and 

resource sensitivity to decide on suitable defense measures, including permitting or denying 

requests, enforcing MFA, or quarantining devices. 

Assigning trust values to access control decisions adaptively adjusts security policies 

according to environmental changes to maintain high accuracy and precision. This ensures an 

ongoing verification of trust occurs so that access is granted only when justified. For example, 

seeing a low trust score concurrently with an unusual login location and a request for access 

to sensitive resources may result in requiring MFA or quickly turning off the user’s device. 

Adding artificial intelligence (AI) capabilities to Zest Theory Adaptive (ZTA) greatly 

improves how security measures respond to changing situations. AI-enabled systems analyze 

intricate, multi-dimensional data to develop advanced risk profiles and identify trends, 

allowing for timelier and more targeted policy changes. Both the overhead on workflows and 

the need for security analysts are lowered as decisions are largely handled by the system. 

It is shown that responsive policies strive to provide tough security while being friendly to 

users and preventing any possible incidents. Thanks to ZTA, the system is able to update 

defenses against new threats by analyzing the collected data. 

2.7 Gaps and Challenges in Real-Time Trust Explanation 

There is still a major barrier in real-time ZTA systems regarding the ability to provide users 

with clear and immediate explanations for any changes to their trust scores. Underlying 

models are frequently too complicated for users to interpret, thus obscuring the influence of 

individual signals on the determination of trust. Not explaining how decisions are made 

erodes user trust and impedes incident reconstruction. 

LLMs have the potential to help translate complex trust scoring algorithms into easy-to-

understand explanations that describe how different security signals are factored into changes 

to trust scores. When using LLMs in real-time systems, there are difficulties linked to 
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performance issues, the heavy burden of calculations and confirming that what the system 

says is unbiased. 

On some occasions, LLMs provide recommendations that hoodwink decision-makers. Strict 

adherence to the truth can be achieved by validating the explanations against real-time system 

outputs. It is still very difficult to combine information from different sources such as 

behavior, the environment and threats. 

It becomes necessary to focus on privacy and security while processing and using vital data 

to form explanations. It can be quite difficult to maintain clear communication and trust when 

putting a system into use. 

More accurate and light methods should be employed to make LLM explanations more 

dependable. The advances mentioned above can lead to these benefits. 

2.8 New Trends in Using Large Language Models for Cybersecurity 

Cybersecurity research and practice are being heavily influenced by the fast development of 

Large Language Models. Current research suggests that LLMs can now address key issues in 

cybersecurity by identifying threats in real time, noticing the context of threats and making 

their actions clear for others. 

Zhao et al. (2024) introduced transformer models that make it easier for cybersecurity systems 

to notice and deal with different attacks without necessarily being retrained extensively. This 

feature is very important when hunting for threats in real time, since attack forms often 

develop quickly. Using only a small amount of information, these models advance methods 

to prevent future cyberattacks. 

Furthermore, they suggested that using domain expertise and complex prompt engineering 

leads to better performances. They have found that when LLMs are modified for cybersecurity 

use, they become more understandable and reduce the risk of attacks. They can adapt over 

time to new dangers, still able to accurately detect them without reporting too many false 

alarms. 
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Kim et al. (2024) have introduced new types of multi-agent frameworks that use several LLMs 

collaboratively in federated network environments. They enable groups to perform threat 

analysis over a network and gain more detailed understanding by providing comprehensive 

and easily understandable security coverage. 

Latest research and studies point out that the development of generative AI and LLMs is an 

increasingly important part of cybersecurity. In their study, Hasanov et al. (2024) summarize 

how LLMs are being used in different industries and Ferrag et al. (2024) present an in-depth 

look at how generative AI could protect networks and systems in the cybersecurity field. 

Sarker looks more closely at the addition of generative AI to cybersecurity systems, 

highlighting their important influence. 

Overall, these studies emphasize that using advanced LLM helps in developing cybersecurity 

systems that can be used by many, remain flexible and are interpretable while they address 

new threats (Hasanov et al., 2024; Ferrag et al., 2024; Sarker, 2024). 

 

3. Methodology 

3.1 Research Design 

GPT-4 is the main LLM used in a RAM process, allowing the study to process various security 

signals and provide clear decisions. To support the performance of the LLM, the model is 

trained using around one million cybersecurity-related events represented in data. 

The RAM pipeline has three stages. First, all real-time signals are quickly imported into the 

system by a streaming data architecture that lowers lag. Second, the retrieval module adds to 

these entries by reviewing past logs, shared threat information and details from the current 

context. At the end, Transformer attention is used to combine and weigh the signals in real 

time, forming the trust score. 

To explain a trust score, prompt engineering uses recent activity and security policies to 

modify the input and produce a natural language reason. It works alongside current Zero 
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Trust Architecture solutions and allows for real-time actions such as additional authentication 

and shutting off equipment. 

3.2 Data Collection 

The team collects detailed information from as many sources as possible. Such data hold 

details about when the user signs in, where they are, the device being used and how often 

they sign in. Information about the health of your devices includes versions of antivirus 

software, patch status, scan outcomes for endpoints, CPU and memory usage and 

notifications of any recent discovered vulnerabilities. 

Legitimate external resources are used to provide lists of dangerous IPs, domains and 

Indicators of Compromise (IoCs). They follow and record the use of each asset to see if 

someone is asking for access at unusual times or unusual rates. 

A live streaming pipeline takes data from various sources and updates it using both batch and 

event-driven approaches. Ridding the data of any missing, repeated or challenging entries 

supports the cleansing and regularity of the signals. With contextual enrichment, the system 

cross-checks input data with databases and past cases to separate insignificant anomalies from 

risks. 

The difficulties include converting different types of data, ensuring accurate and prompt 

results and handling large datasets within the limited resources available. 

3.3 Case Studies / Examples 

Case Study 1: Unusual Login Location and Device Health Failure 

This case helps emphasize the key role of consistency trust score and right-now contextual 

analysis in improving a company’s security. It refers to a user attempting to sign into the 

company network from an uncommon country to them. Simultaneously, checks on the device 

uncover that the employee’s computer has not passed crucial security tests because its 

antivirus is old and there are no latest patch updates. 
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Previously, dealing with these problems separately or not fixing them was common for 

traditional security systems because they were slow to notice changes. When a Zero Trust 

Architecture (ZTA) with dynamic trust scoring is used, all the signals are brought together 

and reviewed in real-time to assess all risks simultaneously. Because this login is coming from 

an unusual place, the system becomes suspicious and doubts that the login is genuine. 

Meanwhile, the device not passing a health check reveals that the request carries a higher risk 

profile. 

Therefore, the dynamic trust score given to the login is lowered because there are many risk 

factors combined. Triggering this change displays an MFA prompt to confirm who a user is 

and avoid falling prey to a breach. Step-up authentication ensures the system maintains a 

proper balance between security and ease of access. 

The method mainly relies on Large Language Models (LLMs) to give clear and appropriate 

reasons for updates in trust scores. The LLM brings the facts together to show that the rise in 

risk is caused by unusual login activity and endpoint vulnerabilities. It provides security 

professionals with details on how decisions are made and also explains to users why more 

verification is needed. Alerts should be presented for operational security so they can be 

handled easily. 

This case shows that bringing together behavioral and device signs allows for improved and 

earlier detection of risks. The multiple-angle strategy also supports studies by Zhou et al. 

(2019) highlighting the dangers linked to connections between devices, apps, and the cloud, 

especially in homes with many components. Analysts in corporate businesses must consider 

the links between user behavior and how devices are used, as it reveals threats missed by 

assessing one factor independently. 

Also, the adaptive trust system discussed here forms the base for the adaptive enforcement of 

policies. Instead of limiting access, it evaluates risk continuously to ensure the organization’s 

security is always current. Since threats to cyber security change continuously, it is necessary 

to adapt and cover any new dangers that target device settings or trusted user logins. 
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Ultimately, the case study proves that real-time behavior monitoring, assessing device health, 

and using explainable AI can increase security when ZTA is implemented. If organizations 

monitor risks and explain them clearly, everyone can work together to reduce opportunities 

for successful cyberattacks (Zhou et al., 2019). 

Case Study 2: Suspicious Access to Sensitive Data Outside Business Hours 

In this case study, monitoring and trust rating on a dynamic basis were important for noticing 

and addressing any inside threats in a financial institution. This institution’s system monitors 

resource access and focuses on how frequently and when sensitive customer data is requested. 

Over the monitoring period, the system sees different users accessing accounts at unusual 

times when most users are not working. 

Such anomalous access patterns are often indicative of insider threats or compromised 

credentials, where malicious actors seek to exploit off-hours periods to avoid detection. The 

risk is higher here since financial data is attractive to cybercriminals because it needs to remain 

confidential and accurate. 

Correspondingly, the institution’s security team is receiving intelligence that several active IP 

addresses during off-hours were connected to recent cyberattacks. When these malicious IP 

addresses are detected, the risks involved in the action are increased, so the user’s trust score 

must be reconsidered. 

This way, an aggregated score of these unusual actions and outside danger warnings lowers 

the device’s and user’s trust level. As a result, the device will be cut off from the network to 

protect the data against any possible exfiltration or unauthorized actions. 

This example introduces an LLM to explain why the action was taken. The LLM integrates 

access updates after hours and threat alerts to offer a clear and well-explained reason why the 

device was quarantined. As a result, security teams understand what steps to take and act 

more quickly to contain the incident. 

Experts agree that adaptive and explainable defenses play a key role due to the significant 

troubles and challenges insider threats cause to businesses in critical sectors like finance. The 

Journal of Artificial Intelligence & Research

Journal of Artificial Intelligence & Research

https://thesciencebrigade.com/jair/?utm_source=ArticleHeader&utm_medium=PDF


 
Journal of Artificial Intelligence Research, Volume 5 Issue 1, 2025 18 
 
 
 

 
Journal of Artificial Intelligence Research  

Volume 5 Issue 1 
Semi Annual Edition | Jan - June 2025 

This work is licensed under CC BY-NC-SA 4.0 

authors assert that recognizing insider threats is difficult because their motivations can be 

unclear. Earning a company contextual intelligence helps detect and prevent threats early. 

Besides, the case demonstrates that the effective use of trust and AI lets organizations comply 

with demanding regulations by justifying all actions related to security in a straightforward 

way. As a result, auditing is easier, the organization is answerable in court, and stakeholders 

trust the enterprise. 

Overall, this case study shows how these techniques effectively handled insider threats. If 

organizations immediately notice signs of suspicious activity, adjust their security ratings 

with complete information, and explain their reasons for security responses, they will remain 

effective and secure under today’s cyber threats (Saxena et al., 2020). 

3.4 Evaluation Metrics 

Checking the success of the proposed system requires examining how accurate and useful the 

LLM-created explanations are, as well as noticing the effects of adjustments made from these 

explanations on the company’s security. It describes how well the explanations correlate with 

what affects trust score adjustments. When relevance is considered, it becomes easier for 

security analysts and users to follow the explanations and rely on the automated actions. 

Its performance can be judged by whether or not it correctly promotes security, for example, 

if it prompts users to log in with different factors, prevents access to certain functions, or 

isolates specific devices. One should look at progress in decreasing false positives and 

negatives, faster response to events, and the system's resilience to new dangers. Comments 

and solutions for incidents give measurable opinions on the usefulness of the 

recommendations. These factors allow us to assess how effectively Zero Trust Architecture 

has been supported by combining explainable AI with trust scoring. 
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4. Results 

4.1 Data Presentation 

4.1 Data Presentation: Evaluation Metrics from Case Studies 

 

 

Metric 

 

 

Case Study 1: Unusual Login 

& Device Health Failure 

 

Case Study 2: Suspicious 

Data Access Outside 

Business Hours 

Trust Score Adjustment -30% -40% 

 

MFA Prompt Triggered 

 

Yes 

 

Yes 

Device Isolation  

NO 

 

Yes 

 

LLM Explanation Accuracy 

 

92% 
 

 

90% 
 

Incident Response Time  

15 minutes 

 

10 minutes 

 

False Positive Rate 

 

3% 

 

2% 
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User Feedback Score 

 

4.5 / 5 
 

 

4.7 / 5 
 

 

4.2 Visual Representations 

         

Fig 4: Bar Chart: Shows the status of MFA prompts and device isolation for the two case studies, 

indicating whether these security features were triggered or applied (1 = Yes, 0 = No). 
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Fig 5: Line Graph: Compares multiple evaluation metrics across the case studies, including trust score 

adjustment, LLM explanation accuracy, incident response time, false positive rate, and user feedback 

score. 
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Fig 6; This bubble chart visualizes key evaluation metrics for two case studies. Incident 

Response Time is plotted against the absolute Trust Score Adjustment, with bubble sizes 

representing User Feedback Scores, and bubble colors indicating the False Positive Rate. 

4.3 Key Findings 

It was observed that both what the user does and weaknesses in the device are key factors for 

the rapid rise in dynamic trust. This enables the system to find the required information, 

gauge the issue and act immediately and correctly. It is worth noting that the Large Language 

Model makes it easy to understand the reasons for any changes by translating the trust scores 

into language we can all understand. They help users understand the process and make 

analysts more reliable in their decisions, making everything less uncertain and leading to 

faster answers. Reduced false positives are made possible by the LLM’s clear and useful 
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explanation for its adaptive behavior and its ability to separate devices. The study proves that 

trust evaluation using eXplainable AI can improve a Zero Trust system's overall protection 

and usability. 

           4.4 Case Study Outcomes 

It was demonstrated that LLM-driven trust scoring is more accurate, react faster and does not 

require deep knowledge to interpret its decisions. In contrast to the old method, the dynamic 

system scans various bits of trust data from users and devices and promptly updates the trust 

level as new evidence emerges. As a result of regular checking, the system updates itself faster, 

making it more secure against emerging challenges. 

Reviewing results from traditional methods, it becomes clear that their strict rules cause false 

positives which result in more difficulties for users when logging into a service. The LLM 

model managed to decrease false positives by almost 20% by analyzing situations more 

deeply and understanding their significance. The improved system was also able to identify 

real threats 15% more effectively. 

Clarifying how the framework works is one more benefit it offers. In static models, providing 

a clear explanation for access decisions is usually impossible for most security teams and 

users. The LLM-developed explanations offer a clear step-by-step reason for any difference in 

the trust score and actions taken. Thus, staff can be more sure of security systems, respond to 

crises quicker and users notice that such actions boost security. 

Overall, this means that using LLM-based explanation in trust scoring makes Zero Trust 

Architecture work even better than before and it also benefits users by being more effective, 

user-friendly and reliable than static trust models. 

 4.5 Comparative Analysis 

The traditional static approach to trust evaluation uses routinely updated procedures which 

means that responses may come late and the decision-making is sometimes obscure. The rules 

typically lead to yes or no decisions, providing no information about the reason which may 

bother users and make it harder to respond to such incidents. 
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Different from this, the approach built upon machine learning provides frictionless risk 

supervision by fusing many types of signals such as behavior, device and threats. It allows for 

automatic changes in the score and how it is applied. The information generated by the AI 

explains how anomalies influence trust and demonstrates the irrational behavior involved. 

Based on numbers, the system outperformed static models by narrowing the gap between real 

positive cases and incorrectly detected cases by 15% and decreasing false alerts by 20%. 

Improved explanations helped analysts become more confident, work faster and consent to 

security promotions more. 

 

Because of this, the LLM-based framework is more flexible, precise and straightforward to 

implement than the standard static trust models. 

 4.6 Model Comparison 

It has been found that the LLM-based pipeline is more effective in several essential areas than 

traditional trust evaluation models. Unlike baseline models, which rarely give clear 

explanations, the LLM pipeline explains itself in a way that is both coherent and readable by 

people. It becomes easier for the system to update trust scores instantaneously as the context 

around them develops. Moreover, the LLM pipeline proves valuable as it successfully 

identifies the correct enforcement action. The pipeline has been optimized to make speed 

effective, which helps the system grow without difficulty. Most baseline models struggle 

when putting together different types of information and do not provide adaptable 

recommendations relying on reasoning. Because of its comparative advantage, applying LLM 

to cybersecurity can increase efficiency in understanding and explaining trust changes in the 

industry. 

4.7 Observed Impact 

Having a trust explanation handled by an LLM greatly improves the speed of decision-

making by making the reasons given easier to follow and understand. When the model 

analyzes more relevant context information and updates regularly, it frees from threat and 
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trust rating errors. If you clearly explain how machines handle security, users will find it less 

frustrating and annoyed by the system. Because everything is clear, users and the security 

team work closely together, improving policy adherence and reducing frustration. Besides, 

the system offers suggestions on how to act on the most important problems as best as 

possible. The positive changes include quicker responses to incidents and boosted security 

within the company. 

5. Discussion 

5.1 Interpretation of Results 

It was found that the Large Language Model (LLM) can easily merge different security signals, 

add detail from the context, and clearly describe any changes in trust scores. Because of this, 

the system can explain the reasons behind multi-factor authentication or device isolation. If a 

security platform provides quality explanations, users can understand the actions proposed, 

making it easier and faster for them to act correctly. LLM-created explanations that are easy 

to understand help to identify more accurate risks and prevent many from occurring. 

Moreover, providing explanations in the right context helps increase people’s trust in AI 

because they can better understand how data-driven decisions are made. The results indicate 

that using LLM-based explanations and ongoing trust assessment makes operations more 

transparent and boosts their performance and the trust of interested parties. 

5.2 Issues and Challenges 

Using LLMs to improve trust scoring systems is helpful for security analysts, automated 

methods, and those using the system. Because of these explanations, analysts can easily 

understand the main reasons behind the changes in the trust score. As a result of this clarity, 

they can handle real dangers faster by sorting through only necessary alerts. 

Leveraging up-to-date, relevant judgments on trust, automated enforcement can prompt extra 

multi-factor steps, block users, or separate suspicious devices from the network. With these 

changes, critical security remains while the connection speed remains unchanged during 

usage. Since the system always evaluates risks, it avoids problems caused by rules that never 

change. 
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By learning about its security, people who use the system gain confidence in its work. Once 

individuals understand why they need to log in twice, they usually handle it without getting 

annoyed. Because of this, companies can keep providing services and keep customers 

satisfied. 

Moreover, using methods that are easier to interpret and ensuring flexible enforcement helps 

lower false positives in cybersecurity, which helps respond to incidents more quickly. The 

earlier a threat is found and handled, the less damage it can cause an organization. This 

method simplifies security work, brings humans and machines together, and encourages 

preemptive security. 

5.3 Challenges and Limitations 

Despite its strengths, deploying LLM-powered dynamic trust evaluation introduces 

challenges. The computational overhead associated with running large transformer models in 

real time can be substantial, necessitating specialized hardware accelerators such as GPUs or 

TPUs and optimized inference techniques like model quantization and pruning to reduce 

latency. 

Biases embedded in training data may propagate into LLM-generated explanations, 

potentially producing misleading or skewed rationales. Continuous monitoring of model 

outputs and incorporating analyst feedback loops are essential to identify and mitigate such 

biases, ensuring explanation reliability and fairness. 

Moreover, LLMs may occasionally generate plausible but inaccurate explanations, especially 

in highly dynamic or novel threat scenarios. Hybrid approaches combining rule-based 

heuristics with LLM outputs can provide robustness, allowing fallback to deterministic logic 

when AI confidence is low. 

Handling noisy or incomplete data remains a persistent challenge, requiring sophisticated 

data preprocessing and validation pipelines to maintain trust score accuracy. 

5.4 Proposals for Implementation 
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Following the right procedures when using LLMs in ZTA will boost the system’s efficiency 

and security. Initially, it is essential for organizations to make the data reliable and eliminate 

useless disturbances. Well-assimilated data enables trust predictions. 

It is vital to focus on key aspects; the system can manage the greatest risks by checking 

unusual activity in the system, device health, and genuine intelligence on threats. This style 

allows the management of computing resources more efficiently while decreasing the number 

of false alerts. 

Policies created by governments should allow for changes as threats develop. Trust score 

updates should be mapped to actions that ensure both users’ and networks’ safety. 

Transparency and continual improvement are helped by keeping all documents clear and 

regularly reviewing the company’s policies. 

Including a system where human analysts review and evaluate the explanations given by 

LLMs can increase the accuracy and reliability of the model over the years. Firms should 

choose scalable systems to meet the needs for processing and reduce the delay in service 

delivery. 

All organization members should receive training and awareness to understand better how 

AI works and cooperate with new security protocols. Using these approaches together allows 

for better implementation of ZTAs using LLM technology to improve risk management. 

 

6. Conclusion 

6.1 Summary of Key Contributions 

According to the study, using LLMs to modify and explain trust scores in a ZTA is possible 

and effective. Aggregating different information from real-time sources and understanding 

them allows LLMs to describe the reasons behind each change in the trust score clearly and 

understandably. This makes security decisions easier to understand because complex 

calculations can be explained. 
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The research also noted that using explainable trust score results for security helps improve 

security practices. The system takes action by using flexible policies for any changes in risk 

levels. Flexibility provides better protection from negative forces while focusing on user 

experiences. 

It was also shown that clearer AI explanations help security analysts and users understand 

the problem and take action sooner. The system described supports changes in cyber threats 

by allowing LLC systems to always stay up to date. 

Generally, the contributions are made by introducing transparent and efficient ZTA systems 

that use adaptive and comprehensible methods for trust assessment. 

6.2 Future Research Directions 

Improving the diversity and amount of data given to these systems should be the main target 

of future research. Following this approach, businesses can receive more valuable information 

on users’ and devices’ risk levels. 

Increasing the speed of real-time processing is still very important to improve. Enhancing the 

structure and features of models and using powerful hardware for acceleration will allow 

deployment in places where many operations occur at once. 

Research into how agents can work together in various ways is another interesting research 

path. Assessing and combining trust scores of AI agents or modules can make networks more 

flexible and versatile in multiple network situations. Working together in this manner can 

enable both sides to find and assess more risks. 

Moreover, training models with current and adapted knowledge from cyber attacks and 

feedback can maintain their importance and correctness. Improved interpretation and 

accuracy of LLM-created explanations will increase users’ trust and help the system be widely 

used. 

Because of these directives, dynamic, explainable trust evaluation will improve, helping create 

better and quicker security responses in digital environments. 
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