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1. Introduction to AI in Banking 

Artificial intelligence (AI) is penetrating its way into the financial landscape, changing how 

banks operate, manage, and provide customer service. The purpose of AI in banking is to 

transform a vastly data-rich and laborious industry into a customer-centered, insights-focused 

field ripe for innovation. More than 92% of large banks in South Africa are banking on AI to 

scale their business viability and growth. A key application of AI is the ability to make 

intelligent predictions. While high-end analytics has been a reality in the industry, AI 

technologies, which include popular sub-branches such as machine learning, NLP, and so 

much more, are now being used to analyze patterns and develop trends more readily. 

Banks have a number of AI nodes at their disposal. Among them, these five are popularly 

used: Natural Language Processing (NLP), Machine Learning (ML), Deep Learning, 

Supervised Learning, and Unsupervised Learning. Banks are becoming cognizant of AI's 

proficiency in customer support and interaction to the point where, within the next three 

years, almost 86% will be executing more marketing and sales efforts with AI. The succinct 

reasoning is that the quicker and more effectively banks can canvass information through vast 

databases for insightful, meaningful, and actionable experiences, the better they will churn 

out high-margin products and meet customer needs. Let's face it: taking into account the 

competition across operations and customer services, banks are becoming more dependent 

than ever on trending towards broad-spectrum AI as a key asset to bolster their capabilities 

and maintain the lead on business insights and decision-making. In fact, more than 90% of 

successful adopters of AI in their operations will integrate microservices and AI applications 

by 2025 in larger scale systems designed to leverage data for high-value outcomes. Investing 

in newer technology is what sets the ball in motion for progress and improved productivity. 

Are you ready to design an infrastructure for the future today? As a trustworthy banking 

partner with refined experience in AI-led delivery capabilities, we want you to be. 

1.1. Overview of AI Applications in the Banking Sector 
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The interest in AI solutions in the banking sector has been growing steadily in the past few 

years since there are multiple business areas across banking institutions where AI can and is 

being applied. These solutions enable a more efficient targeting of creditworthy customers, 

monitoring of credits in implementation, and detection of anomalies and potential fraud cases 

as well as enhancements in credit portfolio management. Moreover, AI is used for risk 

management, forecasting financial time series, picking and storing orders, performing 

customer classification based on the analysis of transactional relationships, portfolio and 

index funds report generation, and implementation of regulatory compliance by automating 

asset purchases and sales. But AI can also be applied to provide enhanced customer insights 

for competitive advantage and ultimately to increase revenues or to help create a market 

where actual de novo banking will occur. 

AI has a large number of proven practical applications in the banking field, such as chatbots 

executed in client service units, scoring models for managing risks and potential credit losses, 

fraud detection capabilities, and news event monitoring and text analysis. Chatbots can 

provide assistance and customer service on a 24/7 basis. Consequently, one has to face critical 

operational aspects for the actual implementation of the AI strategy at each bank. Relying on 

external interviews answered by relevant executives of top European banking organizations, 

it is reported that over 80% of the AI projects, such as natural language processing or machine 

learning, are actually in commercialized use in fraud detection. They are also used for chatbots 

and credit scoring, which tackle customer insights. Often, AIs in banking are operational cost 

reduction projects. The AI solutions for fraud detection developed in collaboration with a 

banking partner shall reduce operational costs, increase the efficiency of fraud detection, 

prevent any financial loss, and ensure regulatory compliance. Three of those products have 

been commercialized. AIs operational in chatbots built in partnership with a banking partner 

aim to increase the responsiveness to customer queries and integrate online and offline 

customer communication channels. In Poland, there are clear criteria due to which anti-fraud 

solutions can be considered a fraud prevention technology. The application of AI in the 

domain of insurance entities, sharing some operational commonalities with banks, is also 

operational, as the surveyed managers rank different AI solutions right below the norm of the 

agree scale in terms of the actual implementation. 

2. Importance of Customer Insights in Banking 
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Understanding your customer can no longer be considered just another component in a 

strategic roadmap. Understanding customer behavior leads to better decision-making and 

provides superior services by addressing customer pain points. The proliferation of banking 

players and fintech companies is intensifying competition, and in such a scenario, it is 

imperative for the banking sector to know what the customer wants and what they will need 

in the near future. It is also well established that improved understanding of customer 

behavior leads to maximized customer value by suggesting ways to prevent attrition and 

offering more customized solutions. Data-driven insights improve competitiveness in the 

financial sector. Quality customer insights can lead to a sustainable competitive advantage in 

both product design, pricing, and customer relationship management. 

Customer data is everywhere. It is available in information systems and social media. Banks 

and financial service players are already sitting on a massive repository of customer 

transactions. It is the analytics of this data that holds the key to the success of the banks in the 

future. It is important to get meaningful insights from this mass of data that is being created 

every second. As a result, customer segmentation is no longer done through manual surveys 

as it used to be. It is important to analyze multiple variables simultaneously to segregate 

customers into meaningful categories. These categories can be based on their usage behavior 

of the channels, products, or by looking at the entire consumption behavior. The results of 

such a data-driven customer segment can be categorized into: a. Demographic or 

characteristic-based segmentation and b. Data usage-based segmentation. Most importantly, 

such a data-driven analysis outcome allows for proper predictions of customer behavior. 

2.1. Benefits of AI-Driven Customer Insights 

The very premise of pursuing advanced customer insights with AI radiates the transformative 

power of the same. AI uses historical banking data records, deep learning-based intelligent 

predictive systems, and customer profiling to analyze customer needs, estimate future 

requirements, and spot trends. An AI system can process, store, and analyze massive amounts 

of human data – over a billion documents, and the results of the analysis could be significantly 

faster, leading to quicker decisions. The insights procured from AI-powered customer insights 

can be crucial even during the current uncertain times. In the domains of sales and marketing, 

an embedded AI can help predict customer needs and recommend personalized products and 
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services. Catering to the same can foster better relationships and lead to increased customer 

loyalty. It is projected that AI can enable more personalized vehicle recommendations at up 

to a 40% lower operating cost. 

Voice and chat AI-driven advisories would also foster quicker resolutions and could free 

customer service departments for more challenging cases. The said mix can hence 

simultaneously cover both efficiency and accuracy axes of operations. Some banks are already 

managing online interactions using AI-equipped software that has the ability to recognize 

fraud or distress, hold a conversation, and provide assistance similar to talking with a human. 

Predictive competition can always be an advantage. The cutting edge comes in the form of 

intelligent segmentation based on past interactions, customers' social behavior, and e-enabled 

services rendered hitherto. By targeting some niche segments with the right set of 

personalized benefits, an institution is empowered to derive the maximum value out of 

relationships. 

3. Machine Learning Techniques for Analyzing Customer Data 

Machine learning consists of techniques that can analyze historical data to predict future 

customer behaviors. Understanding how customers behave is key for effective customer 

relationship management. Through each transaction or activity, customers are constantly 

providing banks with feedback on their likes, dislikes, needs, preferences, and expectations. 

This valuable insight is hidden in the databases. Consequently, the bank is transformed from 

a place of transaction to a place of knowledge. Banks can then make data-driven marketing 

and sales decisions based on their understanding and knowledge of customer behavior. 

Although the use of machine learning in analyzing customer data is both technically 

challenging and computationally intensive, the results make this investment worthwhile. 

The bank uses customer data in several major areas of bank operations, such as risk 

management, marketing, and sales. Machine learning can aid banks in collecting, processing, 

and analyzing the vast and complex database information at their disposal. The concept of 

machine learning is closely related to statistics and the way computer systems make 

generalizations based on empirical evidence. Machine learning involves the use of algorithms, 

models, and some methodologies. The primary task of machine learning is the generation of 

information: extracting meaningful patterns from complex data. Although the techniques and 

The Science Brigade Publishers

https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF
https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF


Internet of Things and Edge Computing Journal  
By The Science Brigade (Publishing) Group  35 
 

 

Internet of Things and Edge Computing Journal  

Volume 4 Issue 2 
Semi Annual Edition | Jul - Dec, 2024 

This work is licensed under CC BY-NC-SA 4.0. 

data may differ, the patterns are typically information of some form that hopes to help the 

bank make a loan, detect potential fraud, recommend products, and insert or retrieve 

information that helps the bank understand its customers better, acquire new ones, and retain 

the ones it already has. Machine learning techniques that can be applied in customer database 

analyses include clustering, statistical techniques, decision trees, artificial neural networks, 

and association rule mining techniques. Data preprocessing and feature selection are 

performed as part of the model, since the model must be updated to reflect changes in 

behavior. 

3.1. Supervised Learning Methods 

3.1. Supervised Learning Methods 

Supervised learning is a technique of choice in machine learning to enable the execution of 

predefined rules and logic on transit customer data pertaining to already completed 

transactions. Algorithms are trained on labeled data, which comprises a dataset of attribute-

value pairs and class labels that represent historic 'right answers.' In the case of customer 

analytics, algorithms learn to map customer behavior to the supervisory signals that indicate 

any violation of the predefined logic or rule. Post-training, such models are capable of 

classifying or regressing patterns in new data arriving in real-time; moreover, they leverage 

these insights to detect, for instance, credit card fraud, predicted churn, or merchant 

compliance. 

While supervised learning models can be applied in a variety of applications in banking, such 

as fraud detection, AML screening, and credit risk assessment, the interpretation of model 

performance metrics is very important during application. Some key metrics to consider 

include accuracy, precision, recall, F1 score, and AUC-ROC. In particular, a confusion matrix 

that accurately captures the model performance with respect to all classes of transactions 

should be reviewed for suspicious transaction monitoring. In adversarial use cases, poor 

model performance can only be addressed by a change in the model or a change in the 

modeling approach. 

Data quality can be a major challenge, as the performance of a model trained on labeled data 

will be no better than the performance of the data on which it is trained. In practice, weak and 
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noisy labels, due to limitations in rule and threshold definition, can propagate the same 

ineffective rules with limited predictive value. Moreover, in banking, labeling can be 

adversarial, as bankers tend to label examples that are more likely to result in regulatory 

noncompliance. Specific to customer profiling, a well-designed supervised learning model 

could represent a valuable tool to develop an enhanced profile of a customer by addressing 

technical and perceived data annoyances together. The supervised learning model should 

converge over time towards labeling a significant base of customer events as 'ordinary' and 

only address clearly anomalous ones. It will assimilate and digest, just as people do, the 

characteristics of one’s history as a consumer. For current application, the developing model 

is not the only goal: it must also become easier to use and understand. It is pivotal to our goals 

that the model remains readily interpretable and does not stray into the realm of automated 

decision-making without a human in the loop. The controlled introduction of oversight 

capabilities along the data fitness development process will allow us to keep these models in 

check. Thus, the fuel of diligent attention to ethical implications in this area will drive a 

balancing act between the machine’s ability to model while never losing sight of discernment 

and foundational expressiveness. It is now advisable to ask how we wish to evaluate the 

effectiveness of the model of customer profiling to make a decision. Ongoing periodic 

evaluation and model refinement will be pivotal. 

3.2. Unsupervised Learning Methods 

3.2. Unsupervised Learning Methods 

In this section, we discuss the various unsupervised learning methods that can be employed 

to analyze customer data when there are no pre-labeled outputs provided. These 

unsupervised learning methods aim at discovering the inherent patterns, relationships, or 

categories within the data. 

3.2.1. Clustering 

Clustering is the most popular unsupervised learning method used to segment markets, 

classify customers, and study customer lifetime value prediction. For example, clustering can 

be employed to cluster customer locations, customer visits, and ATM visits together through 

specifying a time duration, respectively. Clustering algorithms can group customers based on 
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aggregated transaction data, their RFM scores, and location visits. Some recent studies applied 

clustering algorithms to gain customer insights from their digitized personal financial 

transaction data. 

3.2.2. Association 

Association rules are used to extract hidden customer knowledge and identify trends based 

on large transaction data; for example, retailers use this technique to find relationships 

between the items that appear in many basket purchases. For banking services, it was found 

that a customer with an account type A is far more likely to purchase a mortgage than those 

with an account type B. To apply the supervised learning methods, the unsupervised learning 

methods are highly needed. 

3.2.3. Singular Value Decomposition (SVD) and Principal Component Analysis (PCA) 

Singular value decomposition (SVD) and principal component analysis (PCA) are used to 

approximately capture the dense structure and summarize customer data by reducing the 

dimensionality. The reduced number of dimensions is subsequently used as a new data 

projection into the selected dimensions. Varying SVD and PCA techniques can be useful in 

several applications. For example, they can be employed to summarize a social network 

according to customer relationships and preferences, rank customers given a specific set of 

transactions in a more computationally efficient manner, extract maximal frequent itemsets 

and associations, and identify latent factors that affect customer purchase behaviors. 

However, an important disadvantage of using such techniques is that they may produce 

dense factors rather than discovering meaningful patterns. 

3.2.4. Challenges in Using Unsupervised Learning to Study Customer Behavior 

Plenty of challenges come in various application domains and problems when using 

unsupervised algorithms. From an algorithmic perspective, it is significantly hard to 

determine an exact number of clusters for various domains. Correction of initializations does 

not guarantee the locality optimality of iterative methods employed in clustering techniques. 

The significance of the output may be heavily dependent on the feature scaling and 

normalization methods. Further, unsupervised learning is significantly necessary to support 
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supervised learning techniques to alleviate computational issues in dimensionality and also 

for better interpretation of the outputs obtained from supervised learning techniques. 

3.2.5. Conclusion 

Unlabeled customer data is more abundant and highly available than labeled data. 

Interpretation of potential customer behavioral patterns and purchase intention patterns is 

critically important while focusing on mining knowledge of the data reservoir. Supervised 

learning methods need labeled data to capture more detailed customer insights because 

customer data quality is highly important. However, unsupervised learning methods may 

overlook many relationships that the learning model cannot predict in supervised learning. 

4. Improving Service Delivery with AI 

The use of AI helps improve service delivery in banking. It enables an unprecedented level of 

operational efficiency. The technology allows banks to automate functions that have not been 

completely automated despite the rise of digital consumers. By delivering real-time 

interactions, chatbots can provide necessary support when customers are online banking. 

Predictive analytics using AI technologies also aid in anticipating customer needs, offers, and 

discounts. Further, AI allows banks and financial institutions to prepare themselves for such 

questions through predictive analytics. For instance, banks can come up with offers for 

frequent travelers about travel insurance, and for people who frequently dine at a particular 

restaurant, discounts the next time they visit. AI can give personalized recommendations 

based on the viewing history of the customer. For example, if the customer watches an 

advertisement on a digital platform, AI can be used to recommend a particular bank account 

best suited to the customer’s needs. Personalized recommendations drive customer 

engagement and encourage them to make decisions. It allows the bank to market various 

products as and when a need arises. This is expected to open opportunities for banks. In 

essence, AI enables banks to deliver what customers want when they need it. In the next 

section, we discuss in detail the various applications of AI in customer insights. We estimate 

that AI can unlock a potential for revenue increase of 45-50 percent in retail banking and 70-

80 percent in wholesale banking through designing new customer experiences. 

4.1. Personalized Recommendations and Marketing 
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The natural extension of behavioral analysis through the introduction of precision AI in 

banking is the possibility of personalized product offerings. Consequently, improved 

customer loyalty and word-of-mouth are expected. Recommendations can help in 

accelerating product awareness and in engaging the audience. These advancements may have 

a measurable impact on an asset manager’s AUM. Giving the right recommendation at the 

right time can be possible through a real-time, in-depth analysis of big data generated by 

customers, which was not possible with traditional methods. Using millions of transactions, 

our system can identify the most relevant offers made over a week for every one of our 

customers. The investor can use the most advanced version of this type of analysis – personal 

recommendations – to build a more effective portfolio more easily than before. The unique 

investment style in some cases outruns human traders. 

To make recommendations, a number of algorithms are utilized: content-based filters, 

collaborative filters, and hybrid filters. To make better recommendations, customer analytics 

can be performed. Behavioral finance based on individual products generates time-segregated 

data about the customers, from the behavior of which deep insights can be developed. If the 

products are offered at a given time, these patterns must be analyzed in real-time. The 

computer-aided marketing process should always respect manners, laws, or any other 

boundaries. There will always need to be a balance between privacy and an individual's wish 

for personal offers. Financial institutions with a solid AI-based marketing strategy can provide 

better value to a customer at the least expense and keep themselves profitable. Such strategies 

could have long-term benefits in terms of competitive status. Providing personalized 

recommendations and services may potentially increase a bank’s customer satisfaction. 

5. Challenges and Ethical Considerations 

There are several challenges in implementing AI solutions. Banks often struggle with data 

quality and availability. AI algorithms are sensitive to the quality of data analyzed, so it is 

critical that banks ensure the data inputted is reliable, accurate, timely, and appropriate. The 

size of historical datasets, and hence the infrastructure required, can also be a constraint for 

leveraging AI to generate customer insights. Moreover, existing systems, processes, and silos 

can pose complexities in the integration of new AI solutions. Also, the employment of AI 

solutions raises issues around the explainability of results and impacts. Banks using these 
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tools must be transparent about the methods used to proactively or reactively anticipate and 

address any potential dissatisfaction or scrutiny. Ethical obstacles and regulatory compliance 

have also impeded the ramp-up of AI activities. For example, how can banks appropriately 

manage bias and fairness when attempting to segment customers based on inferred life 

events, and can they use this information for fair and ethical customer outcomes? From the 

operational perspective, a further barrier is the narrowing of resource-constrained banks to 

measure and report customer insights in increasingly poignant quantitative terms. 

Gauging the ethical implications of AI usage in banking, along with the potential remedies, is 

not straightforward and is the subject of ongoing debate in financial service circles. AI is often 

criticized for being a 'black box', producing unseen results based on vast reams of data. This 

can make the interpretation of results difficult or questionable, particularly if bias is inherent 

in training datasets, because it will carry through to machine results. Bank AI developers have 

wrestled with the idea of 'data tradecraft' or the process of managing, regulating, curating, 

and understanding the data and AI systems that drive their operations. This means dealing 

with a trade-off of how much transparency is required for a given business circumstance and 

whether the AI process is transparent enough to ensure accuracy and ethical behavior. 

Finally, a phenomenon reported by senior bank executives – and which captures a spectrum 

of the ethical, product generation, and operations issues – is referred to as the 'creepy' factor. 

AI insights are most powerful when they are timely and rooted in recent events or activities, 

because they add knowing and empathy. 

5.1. Data Privacy and Security Concerns 

One of the primary issues with leveraging AI technology for customer insights in banking is 

the potential for data privacy and security breaches. AI-driven systems built for business 

analytics are capable of collecting and processing large volumes of sensitive customer 

information such as financial transactions, patterns, location data, and social media, and make 

nuanced conclusions about the personality, behavior, and preferences of individual 

customers. Sensitive data analytics not only raise ethical and social concerns related to privacy 

and profiling but also give rise to the commercial implications of reputational, legal, and 

regulatory risks such as fines and the associated loss of consumer trust. Therefore, data 
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protection measures not only serve to mitigate the risk of data breaches and cybersecurity 

threats but also act as indicators of customers' sensitivity regarding potential risks. 

Adequate regulation, particularly around issues related to data minimization, anonymization, 

technical consent, and the necessity of data subjects being informed concerning the results of 

automated profiling, will be crucial in steering effective AI practice within the guardrails of 

privacy. AI technology, especially machine learning, develops customized models based 

upon the variables being used and their aggregation from the entire dataset. Prohibiting the 

use of specific data types outright can inaccurately bias the model. One of the primary 

challenges banking organizations face is how to define and control the data that flows into 

this analytical system. This is a tension between leveraging value from business transactions 

in the face of a rapidly changing landscape of evolving privacy, data collection, and use 

regulations. The more data sets are interlinked, the more difficult it becomes to detach a link 

of anonymized data from the identity of an individual. As a result of this interlinking, the 

more difficult it becomes to obtain specific consents from all sources. This is a fundamental 

challenge and cannot be reconciled without a comprehensive privacy strategy. 

More challenging than gathering the data is encouraging a culture of trust and security 

awareness in the handling of sensitive information within a high-volume working 

environment. Most security professionals agree that human awareness is the cornerstone of 

cybersecurity effectiveness. The correct depth of awareness or affiliation may expediently 

dispatch security information while upholding privacy and without overwhelming the user. 

Therefore, it is of paramount importance to engage and monitor all people for their security 

actions. Trust, therefore, is critical for a bank, and they claim to educate, inter alia, weaknesses 

in other platforms requiring applications. Handling sensitive information pertaining to others 

breeds a community ethos that is inherently cautious. It isn’t so much about not making 

mistakes as about being cautious in thought and action. It is important to create a new 

application and user interface that ensures readiness. Data concerns need to become 

embedded in the design and into all departments to ensure it is driven from within and isn't 

left to one person to manage. 

6. Future Direction 
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We anticipate several waves of technology that will further AI's role in banking. Augmented 

reality and virtual reality have the potential to revolutionize our interactions, organizational 

models, and customer dialogues. Natural language generation and processing will progress 

to the point that analytics can be performed on every piece of new data as it enters the 

organization, and data lakes might become an outdated concept. The drive and focus towards 

the evolution of more profound AI learning and transfer learning will take hold, based on an 

increasing amount of verifiable case studies. These various applications of AI to insights, 

collaboration, and transactions will fuel a further explosion in automation, as more 

transactions, on all scales, become intermediated by AI that can carry out analysis, default 

fraud and stress testing, negotiation, and algorithmic buying and selling. This will lead to 

more connected and robust financial organizations and supply chain ledgers. There will, 

however, be a requirement for regulatory enforcement based on heightened AML, data 

governance, tax and credit requirements, and we anticipate new regulatory bodies tasked to 

follow the AI inclusions in governance principles. 

AI will itself become embedded in various new and immersive technologies that will serve to 

revolutionize the customer-supplier experience – such as prescriptive analytics with voice 

assistance input in automobiles, where the input will become integrated with prescriptive trip 

simulation and routing on the fly. The AI technology that will have the most profound effect 

will be machine learning, which is a branch of AI, as it can continually improve and adjust its 

own algorithmic process based on the data it collects and analyzes. Data and responsible 

machine learning could also access in good time many dynamic banking and insurance use 

cases – for example, better driver-based car insurance premiums; micro-health underwriting 

based on data gathered daily; cross-border complimentary card issuance, and investments in 

the moment, based on triangulation between a sports outcome, fashion season, and weather 

forecast. It is forecasted that a tech Arbitrage Cloud, the Flywheel Cloud, and software-based 

AI will become as prevalent and essential as the Clouds have become to modern progressive 

banking operations. Continuous innovation, a focus on the customer, and comprehensive 

training of the organization on new ways of working and on the technology are essential, 

cumulatively, as is a separate set of multidisciplinary governance skills in banking, at the aid 

of the evolving and acute customer needs. We anticipate these will become part of the skills 

toolkits required to improve our transport systems over the next two decades. Accessing all 
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the logical touchpoints at the right time, supported by the right amount of technology, will 

become preparatory work for successful targeting of tomorrow's products. Collaboration of 

fintech and mature banks to aggregate differentiated profitable offerings at scale will increase 

on this basis – consistent with traditional partnership banking and underwriting. 

7. Conclusion 

Artificial Intelligence is finally breaking the threshold from science fiction to practical 

application. Banks as risk assessment and operations-heavy businesses are particularly 

marked out as a potentially abundant field for AI. AI can be used to enhance decision-making 

capabilities and significantly reduce operating cost. Internal data can be utilized for the bank’s 

own operational enhancement. Using information about customer preferences available is a 

significant source of commercial success. This paper aims to highlight the importance of 

studying the tastes and preferences of customers so as to know and cater to their needs. 

Making a modern banking decision does not necessarily have to be a high-risk trade-off. 

Instead, relying on data-driven customer insights and AI, decisions can be made with a 

futuristic perspective. AI can assist in creating operations and banking strategies that are 

highly efficient and result in larger profits. Globally total assets held by banks amount to 124.5 

trillion. Therefore, it is clear that banking is an industry that offers potential for expanded 

performance. Several banks have initiated the application of AI using chatbots, predictive 

operational suggestions and use of AI tools in reducing operational costs. Moreover, there are 

limitations in using AI. The paper offers a detailed overview of banks in leveraging AI for 

improved customer insight through presenting advantages and disadvantages, setting the 

tone for a well-judged, balanced approach that needs to be adopted. It portrays an industry 

where best practice has yet to be embedded and so offers insight into how AI and social 

values, such as individual rights, can work productively together. Banks and firms must keep 

embracing the altering nature of AI. Thus, continuous additional research on AI is the 

requirement which would be implemented under every business operation and management 

strategy. AI is relevant not just as an option, but also as a necessity for future strategies. 
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