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1. Introduction
Insurance risk management is significant for the industry to sustain profitability in the 
long run. Traditional assessment of risk is  not effective due to changes in rules and 
regulations,  changing  scenarios,  delayed  outputs,  and  underwriting  evidence. 
Technology  is  redefining  traditional  processes  and  strategies.  Insurance  operations 
particularly  have  been  going  through  a  transition  from  manual  to  computerized 
operations, and now with the rise of newer technologies, they are combining computing, 
data, and modeling techniques and marrying them with AI. AI broadly is a combination 
of machines to carry out tasks that would usually be carried out by human beings as 
they require human intelligence. Technologies like AI and big data offer a new way for 
insurance players to capitalize and transform their business models using a customer-
centric focus while unleashing a new underwriting freedom. As a result, the relevance of 
newer risk assessment methodologies has come to the forefront. There is a race among 
companies to adapt to emerging AI technologies for real-time intelligent risk assessment. 
Conventional risk assessment takes a long period to give a conclusive result and is based 
on  judgmental  decisions,  whereas  artificial  intelligence  is  used  for  developing 
algorithms  and  solutions  to  improve  the  underwriting  decisions  and  to  flag  risky 
policies, hence delivering optimized and quicker outcomes. This research paper is an 
attempt to present use cases and benchmarking related to real-time AI solutions for 
insurance  risk  management,  highlighting  a  comparison  between  traditional  and  AI 
methods of risk assessment. The paper also provides an overview of an industry case 
study with a synergistic approach towards strategies involving real-time intelligent risk 
assessment aiding decision-making for risk segmentation.

https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF
https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF


Internet of Things and Edge Computing Journal 
By The Science Brigade (Publishing) Group 21

Internet of Things and Edge Computing Journal 
Volume 5 Issue 1

Semi Annual Edition | Jan - June, 2025
This work is licensed under CC BY-NC-SA 4.0.

1.1. Background of Insurance Risk Management
1.1. Background

Insurance risk management has been evolving for centuries. In the earliest forms, traders 
would bear risk and make informal deals to collaborate with the assumption that they 
would be equally reliable in case of dire straits. Now, the insurance industry has become 
one of the major businesses in the world, and it  is  seen as an important part of the 
financial  system.  Therefore,  insurance  companies  need  to  reassess,  reassume,  and 
diversify these risks appropriately. However, the traditional method tends to predict 
maintenance premiums for average risks and not for individual risks based on inspected 
information. Researchers have been finding innovative ways to reduce investment in 
premiums by assessing the potential risk of indemnification, which can guarantee more 
effectiveness and safer business practices.  However,  it  is  hard to forecast  risk levels, 
which is somewhat similar to the concept of “probability of loss.” In general, the risk of 
anxiety involves both the occurrence and severity of the loss, which is rarely forecasted 
precisely.

There are several typical predictors of loss for insurance. They are “Behavior Score,” 
“FICO,” “Clue,” “LexisNexis,” “MIB,” “Vital Harvest,” “Department of Transportation,” 
“Medical  Provider,”  “MVR,”  “Auto  Loss  Assign,”  “Territory,”  “Driver,”  “Insurance 
Score,”  and  so  on.  In  other  words,  actuaries  apply  statistical  models  to  business 
decisions requiring vast amounts of data, where a shortfall of credible data is not likely 
to provide convincing results.  In general,  data could be divided into two categories:  
economic or supply factors, primarily insurance premiums or insurance-based value for 
objects,  and  safety/protection  factors  such  as  chance,  social  events,  mutualism,  and 
diligence for reducing accident costs to the environment when exceptional worsening 
appears. Only the combination of those two kinds of data makes the appropriate policy 
for suppressing total loss costs per population. However, the past quantity of premiums 
is subjectively insufficient. In other words, sample size or outdated factors have their 
own limits; reducing total loss costs is the foundation of an insurance company. Even 
now, most insurer risk managers resort to historical data to look for clues as to the level 
of future losses. Regulatory changes and business formations that lead to unheard-of 
amounts of commercial collaborative risks mean a policy built entirely on past data has 
an increasing risk of being inadequate against today’s managerial risks. In the era of the 

https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF
https://thesciencebrigade.com/iotecj/?utm_source=ArticleHeader&utm_medium=PDF


Internet of Things and Edge Computing Journal 
By The Science Brigade (Publishing) Group 22

Internet of Things and Edge Computing Journal 
Volume 5 Issue 1

Semi Annual Edition | Jan - June, 2025
This work is licensed under CC BY-NC-SA 4.0.

Internet  of  Things,  where  data  volumes  and  types  are  growing  exponentially,  the 
insurance industry should be using modern data strategies to create a holistic policy 
cyber  solution.  The  main goal  of  insurance  is  to  mitigate  and avoid  potential  risks; 
however, this is what we call traditional ways. The approach has not kept pace with the 
times in terms of direction. It  needs to embed automation and real-time AI into risk 
management.

Risk is a controllable uncertainty translated as a possible negative deviation from the 
anticipated  outcome,  e.g.,  premium,  investment,  liability,  and  capital,  with  a  low 
probability of occurrence. Given the available data, risk is subject to measurement, and 
the degree of risk is based on known data. Random variations in predicting the outcome 
arise because of limited data, misinterpretation of data, measurement errors, and biases. 
Future  losses  can  be  estimated using  appropriate  models,  techniques,  and  methods, 
which represent the core of an insurance company’s business. Given losses are beyond 
the entity's loss management capacity.

2. The Role of AI in Insurance Risk Management
Insurance,  an  inherently  predictive  industry,  has  long  employed  AI  technologies  to 
improve actuarial accuracy. By placing AI into business operations,  insurers will  see 
real-time benefits at a strategic level. For more than 300 years, savvy insurers have used 
actuarial  sciences  to  set  prices  for  insurance  policies.  Those  early  actuaries  used 
mathematical reasoning to predict the likelihood that a peril of damage or death might 
arise,  combined  that  with  the  total  amount  of  insurance  the  underwriter  had  the 
potential to pay out, and established the price the risk might settle. That's led to today, 
where successful insurance and reinsurance corporations operate.  They have a lot of 
cash, but also oceans of historical performance and compensation data from which their 
actuaries build predictive algorithms to score, rate, and price the risks of their future and 
reinsure them through securitized tools such as catastrophe bonds in what is effectively 
predictive capital markets.

The use of AI determines underwriter, liquidity, and strategy from agents that see what 
kind of clients are expected to shield their actual human colleagues and the robots they 
employ to do their work. That all depends on real-time transactional and reserve fund 
risk  responses  being  made  on  a  consistent  basis  using  a  grid  of  tough-to-construct 
explanatory and input accounting techniques to adjust for and mitigate the variation 
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between  historical  results  and  real  driving  patterns.  Now,  however,  analytics  are 
uniquely situated to enable insurers to surmount much of that historical context and 
quickly  and  accurately  make  data-driven  reproductions  in  real-time  for  whatever 
business conditions are indicated.

2.1. Benefits and Challenges
Artificial  Intelligence (AI)  research on insurance markets  is  concerned with effecting 
real-time and dynamic changes in the regulatory class of the insurance contracts of an 
insurance company. Our focus in this survey is on some areas in which there have been 
attempts to use AI to improve regulatory requirements for insurance companies. The 
use of  AI  solutions  in several  insurance operations  has several  benefits,  foremost  of 
which  is  the  increased  accuracy  of  predictions  about  different  risk  types.  Customer 
service is also improved through the speedy real-time responses to and management of 
customer  queries  and  requests.  These  improvements  also  result  in  the  competitive 
advantage of enhanced customer engagement and brand identification. Cost efficiencies 
are gained through the automation of many tedious and routine tasks, in addition to 
time and effort savings for both insurance companies and customers alike.

Notwithstanding these benefits,  there are some challenges to be tackled,  such as the 
precision of the algorithms used. Because of the reliance mainly on historical data to 
'teach' the algorithm to perform its allocated task, one downside is that there is a risk of 
misidentification of risk if the patterns have changed. The main challenge is the reliance 
on the 'reasoning' process of a black-box algorithm to decide on an action that could 
have  a  significant  impact  on  a  certain  group  or  individual.  In  fact,  some  AI/ML 
algorithms in this sector seem to be few new or modified versions of decision-making 
algorithms already being used by insurance companies. Furthermore, some proposed 
models aim to improve the performance of traditional credit-scoring models, but this 
could raise some ethical concerns. Hence, although real-time AI innovation in insurance 
can perhaps enhance underwriting and claims handling, the impact of embracing this 
innovation on regulation would need to be carefully considered to avoid having a major 
impact on real persons. For this experimentation and collaboration to lead to tangible 
and sustainable  results  ethically,  a  robust  regulatory framework for  governance will 
need to be embraced in due time. We discussed the urgency of appropriate levels of data 
governance above.
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3. Machine Learning Models for Dynamic Risk Assessment
Instead of developing a single 'tariff' or 'score' based on modeled average risk, machine 
learning models can be tailored to assess an individual's risk, categorizing and pricing 
insurance according to the exact perceived risk at a given point in time. Such a dynamic 
risk assessment requires dynamic risk scoring: the model must not only be able to adapt 
its predictions based on continuously arriving data, it should also be able to update its 
understanding of which variables drive the system; model validation will then need to 
assure this validity, given the rate of update. This approach could also be coupled with 
dynamic pricing, a strategy for charging every customer according to their risk at the 
time of policy provision. Accurately pricing current risk could be particularly profitable 
in locations, or for events, where the pricing is volatile, e.g., in geographical areas with 
high claim events, or for goods with risky usage periods.

Continuously  updated  predictions  for  individuals  can  offer  insight  also  beyond  the 
event, e.g., in a car accident or theft of goods, one can learn from the time period leading 
to the event, to augment future predictions. In comparison to monitoring behavior solely 
in view of fraud,  this  approach can offer  a solution for insurers where fraud is  less  
meaningful,  thereby  extending  the  target  application  of  machine  learning  products. 
These  applications  can  further  allow the  identification  of  nonlinear  and  date-driven 
patterns that would be overlooked when averaging into risk scores. A machine learning 
product that learns over time can present results—e.g., predictions per policy—quickly 
after commencement for dynamically driven systems. As it has not 'filled' its memory 
with amount data, it can assess new incoming data with similar accuracy to old data if 
provided with good quality input and continuous model training.

3.1. Types of Machine Learning Models
To capture a comprehensive view of the riskiness of insurance, various types of data,  
such  as  basic  insured  information,  property  information,  pictures  of  property,  and 
exterior  factors,  including  natural  disaster  data  and  traffic  accident  data,  can  be 
incorporated into the model prediction. Especially, historical insured claims are typically 
used  in  loss  reserving  and  anti-selection  predictions.  In  recent  years,  with  the  fast-
growing data, machine learning models have been used for risk assessment in insurance. 
The machine learning models belong to three classes: supervised learning, unsupervised 
learning, and reinforcement learning.
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Supervised learning can solve predictive analytics problems and recommend strategies 
for  different  types  of  insurance  risks  under  uncertainty,  such  as  fraud  detection, 
retention prediction, and claim prediction. Reinforcement learning can find the optimal 
solution for real-time insurance risk management;  however,  there are few models in 
practice. In contrast, the unsupervised learning model can mine hidden knowledge from 
the historical data or find complex patterns for millions of data points but is limited in 
solving many problems. From the perspective of temporal information, all the above 
models can be categorized into batch learning models, which make decisions by fixing 
the  past  data  history.  However,  deterministic  insurance  premiums  in  the  case  of 
uncertainty mean unfair pricing for individual policies; hence, real-time insurance risk 
pricing is vital, especially in the situation of growing data. An ideal model could learn 
real-time knowledge from data,  and the model  should balance data exploration and 
exploitation  by  borrowing  information  from  neighboring  records  in  order  to  make 
accurate pricing by limiting the estimated difference of observed to the best price.

4. Policy Adjustment in Real-Time
The ability to adjust policies in real-time or, at least, within the term of the agreement is 
another  potentially  rapid solution to managing risk by reacting quickly to changing 
circumstances. The most common process by which this might be achieved is through 
adjusting the premiums and the amount of  coverage provided automatically,  in line 
with the level  of  risk assessed.  If  the risk goes up,  the customer pays more for less 
protection; if it goes down, the coverage in line with the assessed risk can increase. So, in 
this  system,  insurers  cannot  only  adjust  the  premiums  but  could  also  change 
immediately the level of insurance coverage depending on the changing level of risk, 
posing the possibility of a solution in the area of avoidance.

Customer experience and return on investment are crucial factors as well: the feedback 
from the customer informed the assessment of  the proposed business model,  and to 
better understand their expectations about the proposed service. The confirmation that, 
especially in the current context of uncertain and dynamic markets, actively proposing 
dynamic contract modifications could be an added value. This is especially important 
for  the  services  conceived  for  private  and  SME  partners,  even  more  than  for  the 
corporate ones: they can both generate customer loyalty and support the penetration of 
the market by proposing more attractive offers than the competitors. As a matter of fact, 
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these customer categories are more sensitive to price and service quality, as well as to 
the relationship with the provider. Therefore, the possibility to differentiate the price-
coverage package not only partially as the development of a unique proposal but also 
dynamically, by online adjusting the price based on their consumers' attitudes, broker's 
strategy, their own context, and business circumstances, is assessed as a viable driver for 
entering the market and the subsequent image and profit gain. Moreover, this possible 
modality  confirms  one  of  the  key  advantages  of  the  proposed  solution:  if,  from  a 
provider standpoint, one of the sources of risk is the potential customer rejection of the 
innovation and reluctance to subscribe to some particular features, on the other hand, 
this possibility represents a stronghold for the marketing strategies of the very same 
innovative service.

Challenges include the ethical considerations of providing a service primarily driven by 
profiting from price differentiation, the update of the terms and conditions due to the 
change in the policyholder's situation, business flows impacted by the need for more 
operations, like the possibility of manual revision of the insurer's model, personalized 
claims protection against fraud, the integration of written data due to policy change, 
personal  data  unfit  for  use,  and  the  dynamic  learning  of  the  algorithm.  From  a 
regulatory standpoint, impacts preparing for automatic potential policy changes, as well 
as to the policyholder's rights or laws and related penalties, handling the range of the 
insurer's  product offering,  and managing a suite  of  AI  models  to  provide solutions. 
From a technical standpoint, integration with the user interface, data management gears 
integration,  and  knowledge  data  distribution  between  the  MC  and  the  AI  tools. 
Implementing the dynamic policy adjustment is not just an afterthought: it must be at 
the  core  of  the  process  that  underlies  the  service.  As  a  consequence,  while  the 
development of a useful framework needed to make data-driven deep changes to the 
practice can take advantage of the output from this project, the dynamic policies will 
also require specific outputs that a successful TM CDAI can make happen.

4.1. Strategies for Real-Time Policy Adjustment
Real-time policy-adjustment strategies One of the foundations of real-time policy is the 
continuous appraisal of data or inflected data to help make decisions and timely policy 
adjustments, which are what we call real-time in insurance. It is, therefore, an absolute 
necessity to have a robust algorithm that will help the underwriter interpret data and 
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define adjustments, and for the actuarial team to be able to provide a proper quantitative 
estimation of the policy impacts. One major proposition is to share this algorithm. It  
aims to be the backbone of real-time in insurance and to be used by all lines of business.  
That is the best way to guarantee a uniform policy-adjustment strategy for the entire 
company. As a consequence, we believe underwriting and actuarial teams must develop 
real-time policy-adjustment  kits  for  their  lines  of  business,  thus  guaranteeing strong 
collaboration between them. Furthermore,  based on our experience,  having some AI 
tools for real-time policy adjustment would perfectly fit the dynamics of the policy.

We believe the use of a platform for a real-time offer of adjustment to a customer is a 
killer solution for dealing efficiently with the huge amount of small adjustments. The 
more we use the platform to offer real-time policy adjustments to customers, the more 
AI tools will be needed to push the right offer at the right time. We also believe the 
customer will be more highly engaged in providing personal data if we can offer the 
right price when they provide their data. If we look at other sectors, dynamic pricing has 
already  been  very  successful.  This  leads  to  a  psychological  effect  and  thereby  to 
increased sales. In the insurance sector, a digital vertically integrated insurer has been a 
pioneer  in using AI tools  to  optimize price in a  very short  time and in making the 
platform available for customers or insurers' websites to buy insurance for the shortest 
period possible. Thus, the technological enabler's team is currently working on testing 
this customer real-time offer of adjustment. They are implementing a range-tail product 
protection  for  connected  face  masks.  In  accordance  with  our  use  cases,  we  will 
demonstrate developing AI-driven platforms to push the right offer to customers.

5. Case Studies and Applications
5.1. Case Studies Globally, many insurance entities are adopting AI into their operations 
to improve efficiencies  and lower operational  costs.  This  section provides some case 
studies  on  key  AI  real-world  applications.  The  speed  and  precision  of  AI  can  help 
improve  these  activities  and  enhance  outcomes.  These  case  studies  should  help 
demonstrate the use of AI technologies and show how much technology has helped in 
evaluating uncertainties. Nonetheless, it is worth mentioning that previous attempts on 
this  topic  were  described.  A  lot  has  changed  over  the  last  few  years,  and  for  the 
industry, these years have been transformational.
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5.2. Claims in Insurance: AI has been applied in claims handling, especially to review 
and assess motor claims. Several AI systems have been deployed in locations such as 
China, Europe, and the United States. These systems can reveal a broad number of car-
related engines and operating systems.  As part  of  the review process,  these systems 
handle  collision,  construction  errors,  and  different  vehicle  claims.  These  AI  systems 
conduct  a  series  of  evaluations  and  proceed  to  send  photographs  to  an  inspection 
network  or  to  the  experts  themselves.  These  techniques  can  effectively  overcome 
fraudulent practices by recognizing policyholders. In China, the number of false claims 
has dropped significantly with a similar application.  Although these systems do not 
seem to use a single technology, they include dispute resolution, the construction of 
engines, and domain knowledge of combinations compiled into rules, signals, and data.

They use 3D printing, cloud technology, and various computer models to carry out these 
assessments. The image analysis includes car movement and its structural issues. Both 
these  measures  seem to  be  working  effectively.  They handle  claims  with  increasing 
speed and autonomy while the use of image analysis seems to be able to more easily 
detect latent damage where car and inventor damage should be apparent. Genasys has 
integrated  artificial  intelligence  capabilities  into  the  development  of  its  policy 
management system for a top motor insurer in Europe in order to facilitate the efficient  
handling of claims. The AI-driven automation technology provides quick functionality 
at  First  Notice  of  Loss  combined  with  the  efficient  processing  of  claims  for  higher 
retention policies across the motor lines of business. Where a claim does not meet these 
AI-driven criteria  for  fast  tracking,  it  is  automatically  referred to  a  loss  adjuster  for 
assessment. The CEO of Genasys UK stated, “When the product is aligned correctly with 
the right technology, it provides a powerful solution that can deliver real benefits to 
insurance providers. After the initial build, we evolved it with real-world feedback. This 
means that all capabilities within our automated solution now deliver real value, and 
they work.”

5.1. Real-World Examples of AI in Insurance Risk Management
Examples of AI Technologies Used Real-Time in Insurance Risk Management Example 
1: AI for Risk Assessment Insurer: Pie Insurance Technology Used: Algorithms to assess 
applications for workers'  compensation insurance digitally.  Insurer’s  Experience:  The 
outcomes  are  way  better  than  expected,  and  Pie  Insurance  is  quite  satisfied.  This 
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solution is boosting the efficiency of Pie Insurance, as exemplified by the increased ratio 
of automated underwriting from fifty percent of the policies to eighty percent. Also, the 
technology allows the firm to review and price policies quicker, and therefore to lower 
the operational costs per policy. Pie Insurance’s CEO predicts that eventually, digitally 
underwriting  policies  would  decrease  the  insurer’s  combined  ratio  because  this 
technology should reduce the fraudulent claims made by providing more transparency 
and dynamism in adjusting the prices.  Example 2:  AI  for  Fraud Detection and Risk 
Assessment Insurer: Oscar Health Technology Used: Machine Learning algorithms for 
fraud  detection.  Insurer’s  and  Customers’  Experience:  Following  the  ROI  achieved 
through its use for risk evaluation, Oscar Health has gone one step further to leverage 
machine  learning  algorithms  deployment,  especially  for  fraud  detection  purposes. 
Patients and caregivers draw health insurers’  attention by stating false conditions or 
misrepresenting a diagnosis to mislead coverage decisions. So far, the solution is less 
accurate than medical professionals, but it has already shown its relevance by detecting 
fraud that had not been spotted by fraud experts. The detected elements—especially the 
over-utilization of  medical  services—brought  Oscar  Health to develop an innovative 
value-based care plan: patients commit themselves to control their utilization of services 
and  to  show  healthy  behaviors.  If  so,  their  health  costs  will  be  reduced  as  an 
encouragement to keep their health in good condition.

6. Future Direction
Given  the  rapid  advancement  in  technologies,  we  believe  that  the  future  of  AI  in 
insurance risk management has great  potential  for real-time data and behavior.  It  is 
predicted that AI will automate all human risk assessment in the next five to ten years. 
Advanced technologies such as distributed ledgers, consensus algorithms, the Internet 
of Things, and big data analytics, along with AI, may lead to a complete reengineering of 
the insurance business and revolutionize insurance business practices.

There are many new and unmet or unaddressed needs in the insurance industry that AI 
and other technologies may address, such as new or enhanced health, climate change, 
drone,  cyber  coverage,  social  media,  and  behavioral  insurance.  As  AI  matures  and 
regulations  change,  insurance  companies  are  anticipated  to  shift  from  a  risk 
management  approach  to  a  customer  relationship  approach.  In  conjunction  with 
increasing the deployment of AI, there is also a need for employees to act in accordance 
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with the code of ethics and behavior. Indeed, the paradox may be that the industry that 
produces the codes may cease to employ humans to produce them. Despite the potential 
significant  ethical  issues,  various  organizations  are  selling  these  data  assessments 
outside their original design to support insurance underwriting as well as staff vetting 
and selection.

However, we are yet to see the full impact because companies that possess data at the 
cutting  edge  of  human  intervention  have  been  very  cautious  not  to  violate  public 
expectations of fair treatment. Nevertheless, a future potential could be similar to that of 
AI when technical practitioners and ethicists effectively partner to highlight and resolve 
potential AI ethical pitfalls. Governments and insurance regulators may be stimulated to 
work much more closely to assure the ethical use of data.

7. Conclusion
In this chapter, we have elaborated on the potential for real-time AI to transform risk 
assessment and aid policy adjustments via a discussion of three real-world case studies. 
We  established  that  insurers  may  leverage  sensor-based  AI  technologies  to  capture 
previously unseen data sources relevant for assessing risk and effect real-time policy 
adjustments.  We also noted that ethical  issues,  such as engaging stakeholders in the 
algorithm’s design, must be carefully addressed. The experiments with the proposed 
solutions  implemented  in  the  three  case  studies  demonstrated  different  business 
impacts. A general challenge to implementation identified for all three case studies was 
the need to overcome the industry’s cautiousness towards AI-based solutions.

The insurance industry is characterized by long-running products, conservative values, 
and  a  large  dependency  on  human  expertise.  We  believe  that  the  case  studies 
summarized here  provide important  insights  that  should at  least  inform insurers  of 
what is possible for them in the next few years. In sum, this paper advocates a “test and 
learn  approach,”  suggesting  that  all  stakeholders  make  steps  to  educate  themselves 
about the potential of real-time AI in insurance. Stakeholders should consider launching 
pilots, where decisions are clearly separated into an algorithmic component and a legacy 
component, and study the performance of both. Insights generated from such pilots may 
point to cases where we can, based on a sound business case, engage new approaches. 
The insurance sector may see the emergence of new models, specialized players, or the 
availability of solutions that offer high competitive advantages in the industry, which 
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make insurers rethink their business case and seek new business ideas. Managing this 
change requires continuous learning and adaptation to new technology and business 
trends.
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